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ABSTRACT

Geospatial Intelligence (GEOINT) is a pivotal
driver of national security, integrating advanced
analytical techniques to strengthen law
enforcement, analyze movement patterns, and
enhance geospatial data accuracy. This study
highlights the role of GEOINT in addressing
critical security challenges such as terrorism,
threat analysis, and decision-making through
intelligence surveillance. As an essential
component of GEOINT, movement pattern
analysis underpins its implementation and
contributions across various countries,
showcasing its adaptability to diverse security
frameworks. Furthermore, techniques such as
Geographic Information Systems (GIS), Artificial
Intelligence (Al), and the analysis of relative
motion augment the effectiveness of geospatial
analysis by increasing the probability of accurate
surveillance and data interpretation. The study
underscores GEOINT's pivotal role in validating
criminal data and optimizing workflow for law
enforcement agencies, emphasizing its
importance as a multidisciplinary tool in modern
security operations. These findings demonstrate
GEOINT's transformative impact on ensuring
global safety and fortifying national security

strategies
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INTRODUCTION

Geospatial Intelligence is an elevation field of science that combines the
formulation and processing of data to the dissemination of spatial-based
information or maps to obtain more meaningful information related to activities
on Earth. This geospatial-based data can take the form of imagery, aerial
photography (Goel et al., 2021) sensor data and many other forms of geospatial
data. Geospatial Intelligence aims to know and map activity patterns on earth,
from human activities to other moving object activities, and support decision-
making to maintain national security. Geospatial intelligence is an important
implementer in preventing complex problems arising from state security due to
threats and providing solutions to decision-making (Preye Winston Biu et al.,
2024) more objectively and flexibly to the enormity of evolving threats.

Geospatial intelligence can also provide movement pattern analysis
involving the use of geospatial data, such as Geographic Information Systems
(GIS)(Spiegel et al., 2012), optical range, radar(J. Li et al., 2022) and GPS data, to
analyse and understand movement patterns of moving objects. It can be key in
national security, law enforcement, or monitoring illegal activities. Geospatial
data processing techniques in detail will be discussed in this essay. Geospatial
Intelligence can be applied in various sectors of life, such as for national security,
and analysis of movement patterns with multi-disciplines on earth such as
disaster management, resource management and urban planning changes,
business can also be explored with geospatial data. More detail will be discussed
in several sections in this essay related to the application of geospatial data in life.
This geospatial data becomes our "eyes" as humans to see what is in the other
part of the world that cannot be observed with human eyes.

LITERATURE REVIEW

This research employs a literature review approach to examine the theme
of Geospatial Intelligence (GEOINT). A literature review is done by collecting,
analyzing, and synthesizing various scientific literature, research reports, and
policy documents relevant to the specific theme, it is for development and
application of GEOINT through this research. The sources used include academic
journals, books, publications from government agencies and international
organizations, as well as technical studies related to the integration of geospatial
analysis in national security. Through this method, this research aims to identify
the main trends, challenges, and potential utilization of GEOINT in various
strategic scenarios, including in supporting spatial data-based decision making.

METHODOLOGY

This research uses a literature review with the author collecting scientific
articles as supporting themes, analyzing and synthesizing some conclusions from
scientific articles that are closely related to Geospatial intelligence as a supporter
of national security and drawing a common thread from all selected articles. The
literature review stage begins with determining the theme, finding previous
research articles and supporting documents as a source of data analysis, then the
previous research is grouped based on the subthemes compiled by the author.
Subthemes in research on GEOINT as a supporter of national security are
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national security, movement patterns as a GEOINT drafter, law enforcement and
geospatial analysis techniques. This subtheme is arranged as a brainstorm to
proceed to the analysis stage. Here is a brainstorming scheme for the research in
question.

Intelligence Surveillance

Artificial Intelligence (Al) Probability Of Surveillance

. T i
Threat Analysis errorism Geographic Information
4. Geospatial Analysis System (GIS)
Decision Making Techniques
Analysis Of Relative
Motion
1. National Security GEOINT
DRIVER OF NATIONAL
SECURITY

Validity of Data and

Information
3. Law Enforcement
2. Movement Patterns as a

GEOINT Drafter
GEOINT Workflow
GEOINT
Implementation Criminality

GEOINT contribution in
different countries

Source: Processed by the Researcher
Figurel. Brainstorming Scheme of this Research

RESULTS AND DISCUSSION
National Security

The word intelligence is often associated with the field of surveillance and
monitoring which connotes securities and law and then becomes more
meaningful when connected with geospatial data where security and legal
factors apply both individually, within the community, nationally and even
globally. The security and legal system in a country will be greatly helped by
utilising the international geospatial system in its application such as reflecting
on the global crimes that occur between Palestine and Israel. For example in the
context of national security, intelligence agencies may use geospatial data to
monitor and analyse the movements of military commands (Jimenez Velez, 2023)
or armed groups in sensitive areas. They can track travel routes, meeting points,
and activity patterns to detect potential threats or suspicious activity (Sufi et al.,
2023).

There are many examples that we can discuss in the geospatial linkage of
intelligence to national security. Some of these examples are spelt out below.
When the TNI has to handle the Papua KKB case, the TNI applies Geospatial
Intelligence (GEOINT) to obtain data and information in observation and
reconnaissance efforts with various methods and technologies, to facilitate high-
ranking officials to make strategic decisions in their operations. Several news
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sources say that geospatial databases traded by data brokers increase every year,
especially those intended for intelligence and investigation efforts [7], this trend
and interpretation of geospatial data can be used as an opportunity for law
enforcement activists and decision-makers to prevent the emergence of security
threats, both ordinary crimes and acts of terrorism (Nwachukwu et al., 2022).

One form of military threat that disrupts national security is acts of
terrorism. Today's acts of terrorism have used the novelty of fairly sophisticated
technology to launch attacks. Therefore, defence institutions should be more
vigilant about the use of advanced technology in various knowledge and
knowledge bases. There needs to be a concrete form of surveillance and
intelligence security measures, as well as increasing national security capacity
based on geospatial technology and cyber security to assist countries in
developing development (Udochukwu et al., 2014), border security surveillance
and communication in the context of terrorism cases (Prof Dr. Aftab Ahmad
Malik, 2023).

In the past, national security cases in Nigeria have been an international
security challenge. Methods in the identification of remote surveillance,
wiretapping and spatial-based intelligence (Shehu et al., 2023) are carried out to
achieve intelligence data digitally as input or supporting data in security
management operations.

Movement Patterns as GEOINT Drafter

In addition, in the context of transportation and logistics, companies can
use movement pattern analysis to optimize delivery routes (Changmai et al,,
2023) and monitor the performance of their fleets. By understanding vehicle
movement patterns, they can identify areas with heavy traffic or inefficient travel
time and make necessary adjustments. Overall, geospatial intelligence for
movement pattern analysis provides valuable insights into understanding
movement dynamics across a range of contexts, from national security to logistics
management.

For example, logistics management in the case of urban growth in Egypt
resulted in the rate of urbanization, problems arising from unorganized
expansion, rapid population increase and land use and cover change (Hegazy &
Kaloop, 2015). The growth of cities (Alastal & Shaqfa, 2022) that causes
environmental problems and impacts (Sandino et al., 2018) is also experienced
by the country of Colombia, where there is tropical deforestation which includes
natural forests and plantation forests and mineral extraction of about 3.4%, illegal
mining and illegal logging and land grabbing traced with high-resolution
geospatial data sets on land cover change (Gonzalez-Gonzélez et al., 2021). The
issue of urban growth continues to be the thorny problem of urban expansion as
happened in Can Tho City, Vietham where the city is still developing,
experiencing accessibility problems due to urbanisation to unfavourable
locations, ranging from limited connecting access to the city centre, to waste of
land resources (Hong Diep et al., 2022). The expansion of cities is also predicted
as a trigger for flooding disasters globally, due to the shrinkage of green space
(Luo et al., 2019). This can be overcome with geospatial-based intelligence to
explore urbanization actions for the better even if only with satellite image data.
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Another example is spatial-temporal analysis applied by the National
Geospatial-Intelligence Agency to determine potential areas of disaster,
population movement, and land use change.

In the scope of daily scale community life, geospatial implementation can
be applied such as detecting patterns of movement and human activities against
land use specifications (Cowen et al., 2019), certain activities such as sports that
are associated with the level of crime that occurs such as persecution and theft in
the surrounding environment (Micheli et al., 2022).

Natural disasters are an international and multi-sectoral issue because
they involve many factors and actors in their identification and prevention.
Geospatial data have had a role in helping analyze the vulnerability and
vulnerability of an area to disasters (L. Li et al., 2005) such as vulnerability to
floods and landslides (R M & Dolui, 2021) for a long time. A simple example that
can be taken from the analysis of movement patterns with geospatial intelligence
is the post-disaster population movement and the determination of the location
of emergency rescue facilities (Zhao & Liu, 2018), if the population movement
information and location determination are not known accurately, it will
interfere with the distribution of aid to affect and affected populations (Bengtsson
etal., 2011) or geospatial analysis to identify risks from an area's exposure to toxic
gases by first determining the geological source of the toxic gas.[25].

Geospatial data can also be used as a response in disaster prevention, one
of which is to detect forest and land fire activity, in Indonesia and several
countries in the world such as Canada. However, geospatial data alone is not
enough for a process of intelligence and surveillance of forest and land fires due
to inaccurate information on forest fires caused by weather factors and human
activity factors, which ultimately makes it difficult for law enforcement. So a
renewable method is carried out by cooperating with artificial intelligence (Pinto-
Hidalgo & Silva-Centeno, 2022) called Geospatial Artificial Intelligence (GEOAI)
where this method records and can validate the burned area in each cluster into
a pattern through Sentinel-2 satellite images (Purbahapsari & Batoarung, 2022).
Law Enforcement

In law enforcement, geospatial data can be utilized by analyzing
movement patterns such as vehicle movements related to criminal activities [28],
such as drug trafficking or smuggling of other illegal goods. By mapping travel
routes and distribution points, law enforcement agencies can identify anomalies
in illegal trade routes and take appropriate precautions.

The major challenge faced by law enforcement and intelligence agencies
is in terms of determining where geospatial data are sourced from, how accurate
methods of collecting and processing data and intelligence information (Butkovic
et al., 2013) because there is a need for good validity and accuracy in predictively
analyzing the form, number and motive of crime (12-Duncan.Pdf, n.d.), this
increasingly appears the urgency of accurate and valid data on the number of
crimes that are increasing every year in various countries both those that include
ordinary crimes, to crimes that can threaten multisector and national security.

A spatial-temporal analysis is one method of analysis that, although
fundamentally capable of analyzing crime geographically and the results of
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crime incidents, can be geographically coded and support law enforcement
agencies in identifying impacts and developing appropriate surveillance
Operandi (Hart & Zandbergen, 2013). The substance of law enforcement in
several regions of the world has utilized geospatial analysis and integrated it
with the database of crime reports owned as one of the intelligence workflows in
the country (Déllner, 2020), this is intended to detect the profile of the perpetrator
of the crime, the motive of the crime and even find the perpetrators of crime
directly. This method of working on geospatial analysis has the concept of
repetitive and expanded spatially and temporally, this repetition analysis can
effectively map patterns or motives of crime, to track down perpetrators
(Spaulding & Morris, 2022). The search for missing persons can also be overcome
by quantitative geospatial data analysis by law enforcement in conducting
investigations (Quinto-Sanchez & Huerta-Pacheco, 2023), indeed there are still
weaknesses of this analysis due to distance limitations where it can only detect
at relatively close distances (<5 miles) but can be done even in forested areas or
near waters (Bunch et al., 2017). Piracy, which is determined by the movement or
activity of ships, results in the conclusion that pirates find it easier to attack ships
(Tsioufis et al., 2024) and tankers (Alexopoulos, 2023) close to the coastline so that
territorial waters become potential areas for piracy. Faced with the increasing
amount of traffic at sea, it is necessary to have an automatic and near real-time
detection system monitoring and visualization of movement at sea (Ray et al.,
2019).

Geospatial Analysis Techniques

Geospatial data is data that is quite accurate, near real-time, can be
accessed easily and is relevant when used for various scales and applications.
Geospatial agencies in various countries have developed risk analysis and
security systems from the use of documented geospatial data to suit national and
sub-national needs (Borges et al., 2023). This is important considering its
accessibility which is quite easy and loose in processing because of its nature as
observational data. Many processing methods are developed and used for
various needs. One interesting data analysis method is the analysis of the relative
motion of an object where this method becomes an innovation in geospatial
science that produces conclusions of geographic data and information of an area,
spatial indexing and other geographically based general services such as city
governance, logistics management and other needs that can be accommodated
because they are based on moving objects. Such analysis is dynamic in the current
era, all of which use data mining, big data and cloud-based computing storage
systems (Feng et al., 2019).

The Indonesian National Police Traffic Corps as an apparatus that has the
main task in the field of security, order and smooth traffic, uses spatial
monitoring data that is managed in an integrated manner through several
geospatial information system platforms and database systems to visualize the
movement of existing vehicle traffic (Rachmi Azanisa Putri et al., 2023). Then the
US Commando Joint Force (USJFCOM) utilizes GEOINT to support the
development of their Multinational experiment concept, as well as a training or
simulation medium to deploy geographically commanded forces based on
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ongoing conditions with various modeling applications and methods (Shears,
2013).

Geospatial in the future increasingly presents its power in analyzing
geospatial perceptibility and can present the implications of a combination of the
physical and digital worlds where geospatial perception and the real world are
indistinguishable (Dold & Groopman, 2017). Even by combining a variety of new
technologies that are currently developing such as artificial intelligence (Al) and
extended reality (XR) (this software is a new generation of emotion-based
intelligent systems) with geographic information systems, it can be utilized for
the detection of types of threats in urban areas based on the results of analysis of
emotions, models, privacy and environmental issues (Rokhsaritalemi et al., 2023).
It is undeniable that artificial intelligence-based predictive analytics has now
become the main option that is widely applied (Shapiro, 2019) in various
countries as a form of critical effort from law enforcement or police and a
country's judicial system in decision-making, so that its use is not only in the
judiciary but also judicially of a country.

Many remote sensing platforms provide more and more commercial
geospatial data, and various algorithms are implanted so that multiple needs can
also be accommodated but geospatial-based artificial intelligence has its
challenges and complexity where visual patterns and the number of images
produced at any time have increased drastically and significantly, especially in
terms of data size, so manual checking by humans has become a thing that
impossible and subjectively annotated, and certainly impractical (Barb & Shyu,
2010). An example is commercial geospatial data used to detect maritime traffic
volume, knowing that an increase or decrease in traffic volume indicates an
anomaly that needs to be investigated by law enforcement. Like the act of piracy,
which is determined from the movement or activity of ships, it is concluded that
pirates are easier to attack ships close to the coastline so the territorial waters area
becomes a potential area for piracy. Facing the increasing amount of traffic at sea,
it is necessary to have an automatic and near real-time detection system for
monitoring and visualizing movement at sea. The algorithm combines visual
spectrum satellite imagery with the Automatic Identification System (AIS) into
an artificial intelligence process capable of clarifying the behaviour of captured
vessels (Jones, Koehler, et al., 2023).

Reconnaissance analysis and monitoring using appropriate spatial
resolution levels can provide forecasts of future activity levels, for example by
using the Loess-based seasonal trend decomposition method (STL). With this
method can also be known the estimation of the density of the new kernel, is
against criminal, incident, and cyber network security traffic (Veerasamy et al.,
2022) and civil (Malik et al., 2014). Data and information in the form of terrorism
incidents and locations can be mapped and then used to measure the distance
between terrorism locations and the distance between terrorism incidents with
critical infrastructure locations such as public services and settlements. This can
be made in the form of probabilities for the development of geospatial models
towards intelligence management.
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Digital geospatial data processing can be used multidisciplinary, can be
used for monitoring climate conditions (Jones, Kuehnert, et al., 2023) and weather
which in recent times has increased in terms of demand for spatial climate data.
A method of geospatial climatology concept was found where this approach uses
expert knowledge about climate patterns and geographical aspects of the region
and topography (Daly et al., 2002).

CONCLUSIONS AND RECOMMENDATIONS

With the ease and density of commercial geospatial data that can be
obtained and advances in technology and renewable methods, this geospatial
data can support various needs. Based on intelligence, geospatial data becomes
a technique for driving action and maintaining national security by identifying
movement patterns and looking for anomalous sides of an activity that escapes
eye monitoring. In the field of defence and security, intelligence-based geospatial
is used in formulating procedures for preventing and mitigating disasters caused
by nature and humans, for example, due to climate change and due to urban
growth to expansion which results in changes in land cover and crimes both
ordinary crimes to global crimes, piracy and illegal logging. Spatial data if only
used as monitoring data will be less useful but with the spice of intelligence on
spatial data, it will help law enforcement to maintain and defend national
security from all forms of threats, both military, non-military and hybrid threats.
Geospatial intelligence is also not only limited to the scope of a country but
globally, unobstructed by territorial and time boundaries, near real-time as an
early warning. Platforms and methods have been widely developed to go hand
in hand with artificial intelligence, and digitalization-based forms of geospatial
data are very useful for multidisciplinary aspects because fundamentally the
spatial-temporal analysis used encourages many countries to compete to use it
and obtain the easiest data access. Although geospatial intelligence has global
potential that is not limited by region and can be near real-time, there are
important challenges in its implementation, especially related to the aspect of
task security. Ease of data access with a strong security system can produce
accurate information. Conversely, weaknesses in this aspect can be a major threat
to the geospatial data users themselves.

However, this study still has some limitations that need attention. Among
them, there are limitations in the depth of discussion related to the integration of
geospatial data with certain artificial intelligence platforms, as well as empirical
evaluation of the effectiveness of implementation in various real scenarios.
Therefore, further studies are needed to address these limitations, including
exploring more adaptive and secure frameworks for the application of geospatial
intelligence.

With its vast complexity and potential, we encourage researchers and
practitioners to continue this research to strengthen the theoretical and practical
aspects of geospatial intelligence. Multidisciplinary collaboration is urgently
needed to explore new solutions, improve implementation efficiency, and ensure
that these technologies can provide optimal benefits in supporting defence and
security, both at the national and global levels.
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