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The purpose of this study is to analyze potential 
risks that may threaten the security of the Naval 
Base Data Center, a facility crucial to supporting 
naval operational tasks. Risk assessment was 
conducted using the OCTAVE Allegro framework 
integrated with the Delphi method, and 
mitigation steps were formulated in accordance 
with ISO/IEC 27002:2022 to ensure effective risk 
management. Fifteen information‐security experts 
participated via the Delphi process to identify 
fourteen principal risk factors affecting data 
confidentiality, integrity, and availability. The 
analysis revealed that the greatest risks stem from 
cyber threats—particularly ransomware attacks—
and unauthorized administrative access. Based on 
the risk evaluation, recommended mitigations 
include strengthening security controls, updating 
hardware and software infrastructure, and 
providing ongoing personnel training. It is 
anticipated that these findings will offer a more 
systematic guide for managing information‐
security risks at naval data centers and will 
reinforce safeguards to support more secure 
operational continuity 
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INTRODUCTION 
Rapidly evolving digital era, information technology plays a vital role in 

ensuring the smooth operation of the Navy’s bases, which have a strategic duty 
to safeguard Indonesia’s maritime security. IT systems enable naval bases to 
improve efficiency in coordinating among dispersed operational units and 
command centers (Budarsa et al., 2022). A core component of these operations is 
the data center, responsible for storing and managing mission-critical 
information. A reliable and secure data center is essential for providing timely 
and accurate data to support critical decision-making in defending national 
maritime sovereignty. 

However, as the complexity of deployed technology increases, so too do 
the threats to information security. Internal threats—such as human error or 
improper system configuration—as well as external threats—such as 
cyberattacks—can jeopardize the continuity of data-center operations (Ramjanati 
et al., 2021; Vuda et al., 2023). Therefore, conducting a comprehensive risk 
assessment of information systems within the Naval Base Data Center is 
imperative. Such an assessment aims to identify, analyze, and evaluate potential 
threats to data confidentiality, integrity, and availability, and to provide 
appropriate mitigation recommendations to protect these information assets 
(Nurul et al., 2022). 

This research employs the OCTAVE Allegro framework for security risk 
assessment. OCTAVE Allegro is a structured methodology designed to identify 
critical information assets, assess threat vectors, and prioritize risks in a 
systematic manner (Annisa, 2024). An integral component of this assessment is 
the Delphi method, which gathers expert judgments and achieves consensus on 
risk prioritization (Prajanti et al., 2020). In this study, the Delphi technique is used 
to solicit and weight expert opinions on the various risk factors present in the 
naval data center environment. This consensus-driven approach is crucial for 
obtaining objective, multi-dimensional insights into the complex landscape of 
information-security risk. 

Once risks are identified and analyzed, mitigation measures are 
formulated according to their priority rankings. The ISO/IEC 27002:2022 
standard serves as the primary reference for these mitigation strategies, offering 
best practices and control recommendations to safeguard information systems 
(Aulia et al., 2023). By aligning mitigation steps with this international standard, 
the study aims to propose controls tailored to the specific needs of the Naval Base 
Data Center, thereby reducing the most significant and potentially damaging 
threats. 

Information-security in a naval data center is a critical enabler of 
uninterrupted naval operations. Hence, this study seeks to deepen 
understanding of the threats faced and to provide targeted mitigation solutions. 
Through the combined application of OCTAVE Allegro and the Delphi 
method—underpinned by ISO/IEC 27002:2022—the research endeavors to 
contribute significantly to enhancing data-center security and operational 
effectiveness in maritime defense. Furthermore, the findings are intended to offer 
practical guidance to military organizations and other institutions in conducting 
risk assessments and implementing robust security-risk management in an 
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increasingly complex digital world. Information security is not merely about 
threat prevention but also about ensuring operational continuity, thereby 
improving organizational readiness and effectiveness (Puriwigati et al., 2020). 

In modern organizations, the design and management of information 
systems hinge on the effective integration of five core components—hardware, 
software, data, procedures, and people—and on transforming raw data into 
timely, actionable intelligence to support decision-making (Mintrom, 2015; 
Pangestu, 2007). As digital technologies evolve, innovations such as big data 
analytics, cloud computing, and real-time data processing have become critical 
enablers of operational efficiency and competitive advantage. Evidence shows 
that integrating these technologies with overarching business strategies fosters 
data-driven decisions and enhances responsiveness to market shifts (Putriku et 
al., 2024; Istiningrum, 2012). Consequently, practitioners must continually 
update their technical and analytical skillsets to design information-system 
solutions that meet the demands of an ever-changing global environment 
(Christian, 2015). 

Information-system security faces both internal and external threats that 
can severely disrupt operations. Internal threats—ranging from inadvertent 
human errors and misconfigurations to deliberate sabotage—are particularly 
challenging because they often originate within the circle of authorized users, 
making them difficult to detect (Parker, 1998). External cyber-attacks, including 
phishing campaigns, ransomware, and large-scale Distributed Denial of Service 
(DDoS) attacks, can cripple data-center functionality and compromise critical 
information assets (Gordon & Loeb, 2002). Moreover, natural disasters such as 
earthquakes or floods pose physical risks to infrastructure, underlining the 
necessity for advanced threat-detection technologies, stringent security policies, 
and continuous staff training to maintain resilience. 

 
LITERATURE REVIEW 

Underpinning any robust security program is a well-structured risk-
management process. Classic risk theory distinguishes between measurable risks 
and deep uncertainties that defy precise quantification (Knight, 1921). Modern 
frameworks advocate blending quantitative and qualitative analyses, though 
quantification of intangible assets like information can introduce subjectivity 
(Aven, 2016). Standards such as ISO/IEC 27002:2013 provide prescriptive 
controls—like strong access management, encryption, regular system updates, 
and disaster-recovery planning—to mitigate identified risks (ISO/IEC 
27002:2013). Following a systematic cycle of threat identification, impact 
assessment, and control implementation—whether by reducing, transferring, 
accepting, or avoiding risk—ensures that organizations can protect their 
information assets while sustaining uninterrupted operations (Kaplan et al., 
2012). 
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METHODOLOGY 
This study employed a descriptive qualitative design supplemented by 

descriptive statistics (Widyaksa et al., 2024). Data were gathered via journal‐
article review, semi-structured interviews, and direct observation. A structured 
questionnaire was distributed to 15 information-security experts to reach 
consensus through a two‐stage Delphi process (pre-Delphi and Delphi rounds). 
Qualitative data were coded and analyzed in NVivo, while quantitative 
responses were processed in Microsoft Excel (Okoli & Pawlowski, 2004). 
Expert Panel Selection 

Delphi validity depends on selecting experts with deep domain 
knowledge (Flanagan et al., 2016). Panelists were chosen based on predefined 
criteria—academic credentials, field expertise, professional experience, and 
reputation—to ensure credible input. Demographic details were recorded to 
document each expert’s qualifications and maintain transparency in the 
consensus process.  

Table 1. Expert Panel Demographics 

Expert IDs Field of Expertise Role 

E1–E11 Military Information Systems Practitioner 

E12–E15 Certified Information Security Academic 

 

OCTAVE Allegro Framework 
The OCTAVE Allegro methodology guides rapid, asset-centric risk 

assessments in eight steps across four phases: (1) establish risk criteria; (2) profile 
information assets; (3) identify threat scenarios; and (4) select mitigation 
approaches (Caralli et al., 2007). Designed for collaborative workshops, Allegro 
streamlines focus on high-value assets without exhaustive data analysis. 
Delphi Method 

Originally developed at RAND in the 1960s, the Delphi technique elicits 
expert judgments through iterative questionnaires to build consensus on 
complex issues (Ramke et al., 2022). Best practice suggests 10–15 topics and 15–
20 respondents per round (Lee et al., 2020). In this study, three rounds were 
conducted over 45 days, with consensus defined as ≥ 80 % agreement on a 0–7 
Likert scale (Gunduz & Elsherbeny, 2020) or ≥ 70 % with median ≥ 3.25 
(Karakikes & Nathanail, 2020). 
Content Validity Index (CVI) 

CVI quantifies expert agreement on item relevance at both item (I-CVI) 
and scale (S-CVI/Ave) levels (Almanasreh et al., 2018). I-CVI is the proportion of 
experts rating an item ≥ 3 (acceptable if ≥ 0.78); S-CVI/Ave is the average of all I-
CVIs (acceptable if ≥ 0.80, excellent if ≥ 0.90) (Stancine et al., 2019; Marisa, 2021). 
The S-CVI/Universe approach was not used due to panel size and potential 
chance agreement (Roya & Behrooz, 2017). 
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Conceptual Framework 
Integrating OCTAVE Allegro with the Delphi method, this study validates 

critical risk-focus areas (step 4 of Allegro) for a Naval Base Data Center, reducing 
individual bias through expert consensus (Prajanti & Ramli, 2019). 

 

 
Figure 1. Conceptual Framework for Information Security Risk Assessment in 

the Data Center 
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RESULTS AND DISCUSSION 
Before risk assessment, we collected detailed operational data on the 

Naval Base Data Center from the base’s IT operations unit. To ensure accuracy, a 
panel of 15 stakeholders—military IT practitioners, academics, and information-
security experts—was convened. Through interviews and a three-round Delphi 
survey, experts identified vital operational assets and reached consensus on risk 
factors threatening data confidentiality, integrity, and availability. 
 

BRAINSTORMING

21 ITEMS 

ROUND 1 ROUND 2 ROUND 3

17 ITEMS 14 ITEMS 

RATING

RATING RATING 14 ITEMS 

 
Figure 2. Delphi Rounds 1 to 3 with Number of Indicators 

 
Step 1: Establishing Risk Measurement Criteria 

Using OCTAVE Allegro’s worksheet, five impact areas were defined to 
measure risk (Caralli et al., 2007): user reputation, financial loss, employee 
productivity, staff safety, and legal penalties. Experts in the base’s IT division 
ranked these, placing employee productivity highest and legal penalties lowest 
(this study). 
Step 2: Critical Asset Profiling 

Experts catalogued all information assets and narrowed the list to two 
critical systems: the Online Examination Application and the E-Office 

Administration System. For each, they documented rationale, detailed 
descriptions, ownership (Naval Data Processing Department), and key security 
requirements (confidentiality, integrity, availability). 
Step 4: Delphi Consensus on Risk Factors 

Starting from 21 risk factors, three Delphi rounds reduced these to 14 
validated items. Round 1 achieved a scale-level CVI (S-CVI/Ave) of 0.90; Round 
2 maintained 0.90; and Round 3 reached unanimous agreement (S-CVI/Ave = 
1.00), demonstrating strengthening consensus over successive rounds (Gunduz 
& Elsherbeny, 2020; Lakmini et al., 2023). 
Steps 5–7: Threat Scenarios and Risk Analysis 

Each of the 14 factors was expanded into detailed threat scenarios—
defining actors, means, motives, and outcomes—and assigned a relative risk 
score by multiplying impact-area weights (0.07–0.33) by likelihood (1–3). The 
highest-scoring threat was cyberattacks (ransomware, DDoS, phishing) with a 
score of 45; administrative credential leaks and brute-force attacks scored 41 (this 
study). 
  



Internasional Journal of Integrative Sciences (IJIS)                            

Vol.4, No.5, 2025: 1047-1060 
                                                                                           

  1053 
 

Table 2. Impact Criteria Weighting 

No. Impact Area 
Priority 
(Rank) 

Low 
(1) 

Medium 
(2) 

High 
(3) 

Weight 
Value 

Scale 
(0–1) 

1 
Employee 
Productivity 

1 5 10 15 5 0.33 

2 
Employee Safety 
and Health 

2 4 8 12 4 0.27 

3 Financial Impact 3 3 6 9 3 0.20 

4 
User Reputation 
and Trust 

4 2 4 8 2 0.13 

5 
Legal Penalties 
and Lawsuits 

5 1 2 3 1 0.07 

Total 15 1.00 

Step 8: Selecting Mitigation Approaches 

Using a relative-risk matrix, scores of 30–45 required immediate 
mitigation, 16–29 were deferred, and 0–15 were accepted (Budarsa et al., 2022). 
Mitigation strategies were then mapped to ISO/IEC 27002:2022 controls. 

 

 
Tabel 3. Relative Risk Matrix,  (Budarsa et al., 2022). 

Risk Relative Matrix 

Risk Score POOL Mitigation Approach 

30-45 1 Mitigasi 

16-29 2 Defer 

0-15 3 Accept 

 

Table 4. Mitigation Approach 

No. Area of Concern (AP) 
Relative Risk 

Score 
Level 

1 
Cyberattacks such as ransomware, malware, DDoS, 

MITM, and phishing 
45 Mitigate 

2 
Leakage of access rights (administrator username and 

password) 
41 Mitigate 

3 
Brute-force or phishing attacks against administrator 

credentials 
41 Mitigate 

4 
Exploitation of system vulnerabilities in the server by 

external parties 
38 Mitigate 

5 Weak network configuration  35 Mitigate 
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No. Area of Concern (AP) 
Relative Risk 

Score 
Level 

6 Easy physical access surveillance in the data center 34 Mitigate 

7 Absence of encryption standards 33 Mitigate 

8 
Lack of data-center staff awareness of security practices 

or privacy policy violations 
28 Defer 

9 
No enforcement of password-change procedures in the 

system applications 
27 Defer 

10 No analysis of application logs 26 Defer 

11 No alternative power sources and limited UPS capacity 25 Defer 

12 Server downtime due to hardware failure 24 Defer 

13 Bugs/errors during system updates  23 Defer 

14 Internet connectivity disruptions by the service provider 23 Defer 

 
This study combined the OCTAVE Allegro framework with the Delphi 

method to assess information‐security risks at the Naval Base Data Center. 
Fifteen experts participated in three Delphi rounds to reach a valid consensus on 
risks that could disrupt data‐center operations . 
Delphi Round Outcomes 

1. Round 1: Experts evaluated 21 initial risk factors. The Item‐level Content 
Validity Index (I-CVI) ranged from 0.33 to 1.00, with most items rated 
perfectly valid (I-CVI=1.00). Four factors fell below the acceptability 
threshold and were removed, leaving 17 items. The sum of I-CVIs was 0.90, 
and the Scale-level CVI (S-CVI/Ave) was 0.81, indicating overall acceptable 
validity . 

2. Round 2: The remaining 17 factors were re-rated, yielding I-CVI values 
between 0.53 and 1.00. S-CVI/Ave rose slightly to 0.82. Three additional 
factors failed to meet the cutoff and were excluded, resulting in 14 retained 
items . 

3. Round 3: All 14 factors were reassessed. I-CVI values approached 1.00 
across the board, and S-CVI/Ave reached 1.00—signifying unanimous 
expert agreement. No further deletions were necessary, confirming the final 
risk set’s strong validity . 

Risk Leveling and Prioritization 
Using the Relative Risk Score—computed by combining each threat’s 

impact-weighted score—risks were classified into three priority tiers : 
1. Mitigation (Score 30–45): Immediate action required. Top risks included 

cyberattacks (ransomware, DDoS, malware, phishing) with a score of 45; 
administrator credential leaks (41); and brute‐force or phishing attacks on 
admin accounts (41). 

2. Defer (Score 16–29): Secondary priority. Examples: internet outages (23) 
and unlicensed‐software bugs during updates (23). 

3. Accept (Score < 15): Low priority; no further mitigation needed. No factors 
fell into this category in our study. 
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Implications 
The findings underscore the necessity of promptly mitigating high-

scoring threats—especially sophisticated cyberattacks and credential exploits—
to prevent serious operational disruptions. The unanimous consensus achieved 
in Round 3 (S-CVI/Ave=1.00) provides a robust foundation for crafting 
structured, standards-aligned mitigation policies. Lower-scoring risks may be 
addressed over longer timelines but should not be ignored entirely. Overall, this 
research offers a clear roadmap for focusing resources on the most critical risks, 
thereby enhancing the data center’s security posture and ensuring uninterrupted 
naval operations. 
 
CONCLUSION AND RECOMMENDATION 

This study demonstrates that combining the OCTAVE Allegro 
methodology with the Delphi technique effectively identifies and prioritizes 
information‐security risks at the Naval Base Data Center. Through three Delphi 
rounds, fifteen experts validated fourteen critical risk factors—most notably 
cyberattacks, credential leaks, and brute‐force attempts—that pose serious threats 
to data and operational continuity. Mitigation measures aligned with ISO/IEC 
27002:2022 were found to significantly reduce these risks, with the highest‐scoring 
threats receiving top priority for immediate action. The unanimous expert 
consensus achieved in Round 3 (S-CVI/Ave = 1.00) confirms the validity and 
applicability of the recommended controls. Consequently, this research not only 
maps the key vulnerabilities of the data center but also provides a structured, 
standards-based mitigation roadmap to strengthen its security posture and 
operational resilience.   
 
FUTHER STUDY 

This work opens several avenues for further investigation. Future studies 
could evaluate the real-world effectiveness of the proposed mitigation 
strategies—especially against high-risk threats like cyberattacks and credential 
compromise. Comparative analyses between OCTAVE Allegro and alternative 
risk frameworks (e.g., NIST SP 800-30, ISO 27005, or FAIR) would reveal which 
model best suits military or government data-center environments. Human 
factors, such as staff security awareness and the impact of training programs and 
policy enforcement on risk management, also warrant deeper exploration. 
Longitudinal research could track risk evolution and measure mitigation success 
over time. Finally, assessing the performance of deployed security technologies 
(firewalls, IDS/IPS, encryption solutions) will yield insights into their 
effectiveness against increasingly sophisticated cyber threats. 
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